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Executive Summary 

This document presents the HEIMDALL situation assessment (SA) concept and technical 
component design. The concept has been elaborated in close collaboration with the end-
users in order to ensure an appropriate and desired degree of SA by technology. The main 
objective of this document is to provide a technical specification which enables technical 
contributors and partners to understand how to develop, deploy, configure and use the SA 
components. Therefore, topics include the external and internal architecture design, 
interfaces, data structures, formats, functionality, methods, configuration and software 
issues. 

The main task contributing to this deliverable is T6.3 – Situation Assessment Services. 
However, significant contributions were made by tasks T3.1 – Stakeholder Management and 
T2.4 – Service Concept Specification and System Architecture due to the fact that tool-
assisted SA is an important element in the response planning process of the end-user 
organizations and in the overall HEIMDALL system. 

Two major HEIMDALL components which aim to support the SA of all stakeholders involved 
in the risk situation are specified in this deliverable: The Impact Summary Service (ISAS) and 
the Situation Report Generation Service (SITREP). 

The final version of ISAS enables users to generate aggregated Impact Summary (ISA) 
information for a specific scenario. ISA information supports end users in C&Cs (Command & 
Control Centres) and FCPs (Forward Command Posts) to identify risks to people, property 
and environment and to decide on the working strategy for the response planning to come. 
ISA information is intentionally generated in a descriptive format which can be used by other 
HEIMDALL and external system components to transform it into the most usable 
representation in the decision making situation. An exemplary use case would be the 
aggregation of risk or damage values of the buildings of a certain administrative area, e.g. a 
city quarter. 

The SITREP transforms situational and scenario information stored in the HEIMDALL system 
into a standardized message format based on EDXL (Emergency Data Exchange 
Language). SITREP aims to improve the coordination and exchange of information with 
existing systems used by end-user organizations throughout the response planning process. 
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1 Introduction 

For emergency managers, the assessment of the evolution and consequences of real or 
hypothetical disaster situations, including potential cascading effects and interacting hazards, 
is the basis for decisions on the path to follow to achieve the desired outcome. This 
document describes efforts performed and results produced so far in the HEIMDALL project 
in finding and designing technical solutions which support the end users’ SA activities, 
suitable to all involved perspectives. The document focuses on the Impact Summary Service 
(ISAS) and the different types of generated information products, the so-called ISA (Impact 
Summary) information. In addition, the Situation Report Generation Service (SITREP) is 
specified which provides situation and scenario information in a standardized emergency 
messaging format. 

At this early stage of the HEIMDALL project, the focus of this document lies in a first 
component design with a basic specification of technical details. The HEIMDALL project aims 
at a collaborative design which is a methodology that involves people who will be affected by 
new technologies throughout all design phases [1]. Unlike traditional approaches to develop 
information systems of having a fixed product and/or system idea that does not change or 
evolve as the development process take place, an agile approach is a response to the need 
for a flexible and iterative process to be able to consider unexpected changes [2]. In close 
cooperation with the relevant stakeholders, both the consortium end-user partners and the 
members of the AB the component design will evolve. For example, intermediary results of 
system developments will be presented at end user workshops and iterated together with the 
end-user partners. Deliverable D6.8 [30] due in M38 will present the mature ISAS and 
SITREP component design together with a detailed technical specification. 

In particular, the document is organised as follows: 

 Section 2 specifies the technical requirements for the ISAS and SITREP modules.  

 Section 3 describes the ISAS and SITREP in the context of the overall HEIMDALL 
system, inputs and outputs and interfaces with other HEIMDALL components. 

 Section 4 starts with background on situation assessment in response planning and 
continues with ISAS and SITREP concepts, functionalities, building blocks and 
workflows. 

 Section 5 presents the detailed ISAS and SITREP specifications including 
specifications of data products, REST API and configuration. 

 Section 6 describes software and database implementation details. 

 Section 7 introduces the test plan and provides the test report for functionalities 
implemented so far. 

 Finally, section 8 summarizes the work carried out so far and gives an outlook to the 
work that still needs to be done. 
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2 Technical Requirements 

This section includes the list of technical requirements for the ISAS and SITREP modules. 

2.1 Interface Requirements 

 Hardware Interfaces 2.1.1
The ISAS and SITREP components shall be accessible via Ethernet. If a Virtual Private 
Network (VPN) is used it must offer IPSec compatibility. 

 Software Interfaces 2.1.2
The ISAS shall be deployed as Linux-based container and/or virtual machine (VM). The 
SITREP shall be either deployed as a standalone Linux-based container and/or VM or as a 
compatible module for integration into the SM component. 

 Communication Interfaces 2.1.3
The ISAS and SITREP shall be connected to the other HEIMDALL components through the 
Service Platform (SP). 

The ISAS and SITREP shall be designed as RESTful web services allowing clients to 
communicate with them using common HTTP methods (e.g. GET, PUT) and/or for 
georeferenced data OGC methods (based on HTTP). 

Focused on providing a lightweight and easily consumable output format, the ISAS data shall 
be exchanged using JSON serialization and the formats specified by the respective OGC 
standards. The SITREP shall provide data in a situation reporting standard message format 
(e.g. EDXL-SitRep). 

2.2 Functional Technical Requirements 

 Short-Term Features 2.2.1
Table 2-1: Technical Requirement TR_SA_1 

Requirement ID: TR_SA_1 

Related SR(s):  Sys_SADS_1 

Description: 

The ISAS shall generate and provide ISA information for pre-selected geographic locations, 
i.e. GOIs at risk. ISA information is compiled by intersecting the outputs of the simulation 
modules, the exposure and impact assessment components and pre-selected geographic 
locations. No further data enrichment shall be performed. 

Rational: The user shall be supported in their situation awareness by ISA information 
generated by the system. This enables the user, upon modifying inputs and conditions, to 
better anticipate the different resulting situational pictures, e.g. for planning.  

Stimulus: After running a simulation the SP requests the generation of ISA information for the 
selected scenario and the generated simulation results.  

Response: The ISAS returns ISA information for the selected scenario, e.g. for display in the 
UI for inclusion in a situation report. 

Verification Criterion: ISA information referring to a scenario can be requested  
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Notes: none 

 

Table 2-2: Technical Requirement TR_SA_2 

Requirement ID: TR_SA_2 

Related SR(s):  Sys_SADS_1 

Description: 

The ISAS shall generate and provide ISA information which describes people at risk. ISA 
information is compiled by intersecting the outputs of the simulation modules, the exposure 
and impact assessment components and pre-selected geographic locations. No further data 
enrichment shall be performed. 

Rational: The user shall be supported in their situation awareness by ISA information 
generated by the system. This enables the user, upon modifying inputs and conditions, to 
better anticipate the different resulting situational pictures, e.g. for planning.  

Stimulus: After running a simulation the SP requests the generation of ISA information for the 
selected scenario and the generated simulation results.  

Response: The ISAS returns ISA information for the selected scenario, e.g. for display in the 
UI or for inclusion in a situation report. 

Verification Criterion: ISA information referring to a scenario can be requested  

Notes: none 

 

Table 2-3: Technical Requirement TR_SA_3 

Requirement ID: TR_SA_3 

Related SR(s):  Sys_SADS_13 

Description: 

The ISAS shall provide means for configuring thresholds for the automatic generation of ISA 
information on GOIs at risk. Configuration shall be done before the system is started 
(configuration file). 

Rational: The user shall be able configure rules and thresholds for ISAS processes according 
to their individual and organizational needs. 

Stimulus: Rules and thresholds shall be set and modified through configuration in a text file. 

Response: - 

Verification Criterion: Rules and thresholds shall be able to be set and modified through 
configuration before the system is started. Configuration changes shall be visible in ISAS 
process results. 

Notes: none 

 

Table 2-4: Technical Requirement TR_SA_4 

Requirement ID: TR_SA_4 
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Related SR(s):  Sys_SADS_13 

Description: 

The ISAS shall provide means for configuring thresholds for the automatic generation of ISA 
information on people at risk. Configuration shall be done before the system is started 
(configuration file). 

Rational: The user shall be able configure rules and thresholds for ISAS processes according 
to their individual and organizational needs. 

Stimulus: Rules and thresholds shall be set and modified through configuration in a text file. 

Response: - 

Verification Criterion: Rules and thresholds shall be able to be set and modified through 
configuration before the system is started. Configuration changes shall be visible in ISAS 
process results. 

Notes: none 

 

Table 2-5: Technical Requirement TR_SA_5 

Requirement ID: TR_SA_5 

Related SR(s):  Sys_SADS_16 

Description: 

The SITREP shall allow access to the scenario information and associated information such 
as ISA information in descriptive form (XML). Existing standards shall be used where 
possible. 

Rational: The user’s situation awareness shall be supported by providing access to scenario 
information in the most appropriate format. By adopting existing standards where possible 
data interoperability is increased. A descriptive format allows to assemble a situation report 
including ISA information. Such a report can be used in case of real situations for exchanging 
it with other users and resources in the field, for staff meetings, for archiving, etc. In case of 
simulated scenarios, such reports can help to compare different scenarios and their 
consequences, to base planning on reports of simulated situations, etc. 

Stimulus: The SP requests scenario information for a specific scenario in descriptive form as 
well as georeferenced data. 

Response: Scenario information in descriptive form. 

Verification Criterion: Scenario information can be requested for a specific scenario in 
descriptive form 

Notes: none 

 

Table 2-6: Technical Requirement TR_SA_6 

Requirement ID: TR_SA_6 

Related SR(s):  Sys_SADS_2 

Description: 

The ISAS shall generate and provide ISA information on risk for a specific geographical 
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location (i.e. for a dynamically selected GOI). 

Rational: The user shall be able to request a local situational picture, e.g. for resources at 
that specific location and/or affected people. This increases the situation awareness of 
persons in the control room as well as resources in the field. 

Stimulus: After running a simulation the SP requests the generation of ISA information for the 
selected scenario, the generated simulation results and for one or multiple specific 
geographical locations. 

Response: ISAS returns ISA information for the selected scenario and for the specific 
geolocation(s), e.g. for display in the UI or for inclusion in a situation report. 

Verification Criterion: ISA information referring to a scenario and specific geolocation(s) can 
be requested at any time  

Notes: none 

 

Table 2-7: Technical Requirement TR_SA_7 

Requirement ID: TR_SA_7 

Related SR(s):  Sys_SADS_6 

Description: 

The ISAS shall provide means for modifying the ISA information on GOIs at risk (e.g. update 
risk level). 

Rational: The user shall be able to modify ISA information according to his/her knowledge in 
order to increase precision, consistency and reliability of the ISA information. 

Stimulus: The user updates existing ISA information for a selected scenario over the UI. 

Response: Status OK if modification successful, otherwise error status message 

Verification Criterion: ISA information referring to a scenario can be modified at any time  

Notes: none 

 

 Mid-Term Features 2.2.2
Table 2-8: Technical Requirement TR_SA_8 

Requirement ID: TR_SA_8 

Related SR(s):  Sys_SADS_1 

Description: 

The ISAS shall generate and provide ISA information which describes potential cascading 
effects/hazards. ISA is compiled by intersecting the outputs of the simulation modules, the 
exposure and impact assessment components and pre-selected geographic locations. No 
further data enrichment shall be performed. 

Rational: The user shall be supported in their situation awareness by ISA information 
generated by the system. This enables the user, upon modifying inputs and conditions, to 
better anticipate the different resulting situational pictures, e.g. for planning.  

Stimulus: After running a simulation the SP requests the generation of ISA information for the 
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selected scenario and the generated simulation results.  

Response: The ISAS returns ISA information for the selected scenario, e.g. for display in the 
UI or for inclusion in a situation report. 

Verification Criterion: ISA information referring to a scenario can be requested  

Notes: none 

 

Table 2-9: Technical Requirement TR_SA_9 

Requirement ID: TR_SA_9 

Related SR(s):  Sys_SADS_1 

Description: 

The ISAS shall generate and provide ISA information which describes the situation evolution. 
ISA information is compiled by intersecting current scenario information with information from 
past scenario snapshots. No further data enrichment shall be performed. 

Rational: The user shall be supported in their situation awareness by ISA information 
generated by the system. This enables the user to assess situational trends.  

Stimulus: With every new scenario snapshot the SP requests the generation of ISA 
information on the situation evolution for the selected scenario.  

Response: The ISAS returns ISA information for the selected scenario, e.g. for display in the 
UI or for inclusion in a situation report. 

Verification Criterion: ISA information referring to a scenario can be requested  

Notes: none 

 

Table 2-10: Technical Requirement TR_SA_10 

Requirement ID: TR_SA_10 

Related SR(s):  Sys_SADS_13 

Description: 

The ISAS shall provide means for configuring thresholds for the automatic generation of ISA 
information on potential cascading effects/hazards. Configuration shall be done before the 
system is started (configuration file). 

Rational: The user shall be able configure rules and thresholds for ISAS processes according 
to their individual and organizational needs. 

Stimulus: Rules and thresholds shall be set and modified through configuration in a text file. 

Response: - 

Verification Criterion: Rules and thresholds shall be able to be set and modified through 
configuration before the system is started. Configuration changes shall be visible in ISAS 
process results. 

Notes: none 
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Table 2-11: Technical Requirement TR_SA_11 

Requirement ID: TR_SA_11 

Related SR(s):  Sys_SADS_13 

Description: 

The ISAS shall provide means for configuring thresholds for the automatic generation of ISA 
information on the situation evolution. Configuration shall be done before the system is 
started (configuration file). 

Rational: The user shall be able configure rules and thresholds for ISAS processes according 
to their individual and organizational needs. 

Stimulus: Rules and thresholds shall be set and modified through configuration in a text file. 

Response: - 

Verification Criterion: Rules and thresholds shall be able to be set and modified through 
configuration before the system is started. Configuration changes shall be visible in ISAS 
process results. 

Notes: none 

 

Table 2-12: Technical Requirement TR_SA_12 

Requirement ID: TR_SA_12 

Related SR(s):  Sys_SADS_6 

Description: 

The ISAS shall provide means for modifying the ISA information on people at risk. 

Rational: The user shall be able to modify ISA information according to his/her knowledge in 
order to increase precision, consistency and reliability of the ISA information. 

Stimulus: The user updates existing ISA information for a selected scenario over the UI. 

Response: Status OK if modification successful, otherwise error status message 

Verification Criterion: ISA information referring to a scenario can be modified at any time  

Notes: none 

 

Table 2-13: Technical Requirement TR_SA_13 

Requirement ID: TR_SA_13 

Related SR(s):  Sys_SADS_6 

Description: 

The ISAS shall provide means for modifying the ISA information on potential cascading 
effects/hazards. 

Rational: The user shall be able to modify ISA information according to his/her knowledge in 
order to increase precision, consistency and reliability of the ISA information. 

Stimulus: The user updates existing ISA information for a selected scenario over the UI. 
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Response: Status OK if modification successful, otherwise error status message 

Verification Criterion: ISA information referring to a scenario can be modified at any time  

Notes: none 

 

Table 2-14: Technical Requirement TR_SA_14 

Requirement ID: TR_SA_14 

Related SR(s):  Sys_SADS_6 

Description: 

The ISAS shall provide means for modifying the ISA information on situation evolution. 

Rational: The user shall be able to modify ISA information according to his/her knowledge in 
order to increase precision, consistency and reliability of the ISA information. 

Stimulus: The user updates existing ISA information for a selected scenario over the UI. 

Response: Status OK if modification successful, otherwise error status message 

Verification Criterion: ISA information referring to a scenario can be modified at any time  

Notes: none 
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3 Reference Architecture 

This section describes the ISAS and SITREP components in the context of the overall 
HEIMDALL architecture. Afterwards, the different inputs and outputs expected from the 
components are listed. Finally, the section describes the interfaces needed to allow the 
components to communicate with the other components.  

3.1 HEIMDALL Overall Architecture 
Figure 3-1 illustrates the HEIMDALL overall architecture highlighting the ISAS and SITREP 
components. The ISAS and SITREP as well as their sub-modules are treated as a “black 
box” within the overall architecture. As can be observed in the diagram the ISAS performs all 
communication and interactions with the other components of HEIMDALL through the SP. 
Interface 3 (I3) serves as the general interface. The SITREP as a sub-module of the SM 
communicates and interacts over interface 8 (I8). 

 

Figure 3-1: HEIMDALL overall architecture 

The ISAS enables clients (e.g. the UI) to generate aggregated ISA information for a specific 
scenario. ISA information supports end users in C&Cs and FCPs to identify risks to people, 
property and environment and to decide on the working strategy for the response plan 
formulation to come. 

3.2 Inputs and Outputs 
Table 3-1 gives an overview of ISAS inputs and outputs with a short description respectively. 
The products GOIs at risk, people at risk and potential cascading effects and interacting 
hazards are generated for a pre-defined GOI each. Please refer to section 4.2.1 for details 
on the GOI concept. A detailed description of ISAS inputs, outputs and formats can be found 
in section 5.2. Table 3-2 describes SITREP inputs and outputs. Details are specified in 
section 5.3. 

Table 3-1: ISAS inputs and outputs 

Output Short description Inputs needed Format 

GOIs at risk 

(For the final version it 
is planned to 
aggregate information 
for GOIs. The columns 
at the right side 

For each GOI: 

 Total number of 
damaged buildings 

 Total number of 

Pre-defined GOI(s) 
defining the area of 
interest 

Expert configuration 
(e.g., levels of detail, 
ranking of infrastructure, 

Descriptive JSON-
based format 

Georeferenced objects 
where applicable, e.g. 
in GeoJSON format 
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already take this 
improvement into 
consideration. See 
chapter 4.3 for further 
information.) 

buildings at risk 

 Total physical 
damage in GOI 

 Total economic 
damage in GOI 

 List of relevant 
critical/significant 
infrastructure at risk 
in GOI (e.g. 
potentially affected 
C&C sites, etc.) 

 Maximum and/or 
average risk level 

 Maximum and/or 
average damage 
level 

 Maximum hazard 
level 

 Hazard behaviour 
information, e.g. 
minimum ETA, max. 
flame length, max. 
water height, max. 
velocity, max. 
susceptibility, etc. 

In the final version of 
ISAS properties of 
damaged buildings 
and/or buildings at risk 
will be aggregated in 
order to provide the user 
with relevant information 
on a higher geographic 
scale. 

etc.) 

Hazard information (i.e. 
simulation results or 
observation-based 
information) 

Impact assessment 
(RVA) information (Risk 
and damage on a per-
building level) 

People at risk For each GOI: 

 Total number of 
people at risk in GOI 

 Total number of 
people living in 
different hazard 
zones resp. risk 
levels (from low to 
high) 

Pre-defined GOI(s) 
defining the area of 
interest 

Expert configuration 
(e.g., classification); 
Criteria to be defined 
together with end users 
and ELSI partners (to be 
specified in D6.8) 

Hazard information (i.e. 
simulation results or 
observation-based 
information) 

Impact assessment 
(RVA) information 
(Population on a per-
building level) 

 

Descriptive JSON-
based format 

Georeferenced objects 
where applicable, e.g. 
in GeoJSON format 

Potential cascading For each GOI: Pre-defined GOI(s) Descriptive JSON-
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effects/ 
hazards 

 Estimated potential 
hazards being 
triggered by the 
hazard and potential 
cascading effects 
(e.g. dam at risk, 
river at risk, high-
voltage power line 
at risk) which may 
lead to other 
hazards (based on 
pre-defined 
interacting hazards 
in case studies) 

defining the area of 
interest 

Expert configuration 
(e.g., predefined 
hazards, infrastructure, 
effect relevance); 
Criteria to be defined 
together with end users 
and ELSI partners (to be 
specified in D6.8) 

Hazard information (i.e. 
simulation results or 
observation-based 
information) 

Impact assessment 
(RVA) information (Risk 
and damage on a per-
building level) 

based format 

Georeferenced objects 
where applicable, e.g. 
in GeoJSON format 

Hazard evolution 
information 

(This functionality will 
presumably be 
implemented within the 
Scenario Matching 
component. See 
chapter 4.3 for further 
information. ) 

For each GOI: 

 Situation changes 
(e.g. “Flame 
length/water depth 
has increased", 
Fire/water velocity 
has increased", 
"Fire front has 
moved", “weather 
situation has 
changed”, etc.) 

Alternatively: Pixel-
based determination of 
changes of land cover 
between scenarios 

 

Pre-defined GOI(s) 
defining the area of 
interest 

Expert configuration 
(e.g., changes of 
interest, thresholds); 
Criteria to be defined 
together with end users 
and ELSI partners (to be 
specified in D6.8) 

Hazard information (i.e. 
simulation results or 
observation-based 
information) 

Conditions, e.g. current 
weather conditions 

Impact assessment 
(RVA) information 

Classified pixel-based 
land cover data for 
every scenario 

Descriptive JSON-
based format 

Georeferenced objects 
where applicable, e.g. 
in GeoJSON format 

 

Table 3-2: SITREP inputs and outputs 

Output Short description Inputs needed Format 

Standards-based 
situation report 

Scenario snapshot 
containing the 
parameters of the 
current situation in a 
descriptive format. 

Scenario snapshot (As far as possible) 
standardized XML-
based message 
format, e.g. EDXL-CAP 
or EDXL-SitRep 

3.3 Interfaces with other HEIMDALL components 
The ISAS and SITREP provide access to their data resources and functionality by use of a 
RESTful web service interface. Figure 3-1 shows I3 as the major interface connecting the SP 
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with the ISAS and I8 as the general interface connecting the SP with the SITREP (see Table 
3-3 for details on I3 and I8). 

Table 3-3: Interfaces with other components 

Interface Short description Methods Protocol 

I3 RESTful web service 
interface 

GET, POST, PUT, 
DELETE 

HTTP(S) 

I8 RESTful web service 
interface 

GET, POST, PUT, 
DELETE 

HTTP(S) 

 

The ISAS and SITREP as web services provide a REST API for accessing, creating, 
updating and deleting their data resources. Any input needed by the components must be 
attached as a data resource by the client to the request. 
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4 Module Functionality 

HEIMDALL situation assessment (SA) services aim at providing relevant information 
products in the process of response planning, in particular in strategy building. End users 
need information which supports them in understanding the situation, for anticipating the 
potential situation evolution, the consequences of impacts on people and property as well as 
cascading effects and hazards as a basis for taking informed decisions on the best-possible 
working strategy. 

This chapter starts with background, motivation and objectives of task T6.3 in the next 
section, followed by a more technical overview of functionalities, architecture and interfaces 
in subsequent sections. 

4.1 Situation Assessment in Response Planning 
SA forms a major pillar in the decision making of emergency managers in preparedness, 
prevention and response phases, as outlined in the HEIMDALL service concept [1].  

 Situation Awareness Information 4.1.1
Maintaining a sound and complete situational awareness (SAW) of an emerging or occurring 
disaster is an essential prerequisite for effective decision making to prevent a disaster from 
occurring and to minimize the consequences of a disaster. The established SAW model 
developed by Endsley [4] focuses on the perception of elements in the environment within a 
volume of time and space, the comprehension of their meaning, and the projection of their 
status in the near future. The theoretical model consists of the three consecutive stages 
perception, comprehension and projection to generate SAW (step one) which build the 
mental foundation for reasonable decision making and acting (step two). In brief, SAW is 
viewed as "a state of knowledge," and SA as "the processes" used to achieve that 
knowledge. Endsley argues that "it is important to distinguish the term situation awareness, 
as a state of knowledge, from the processes used to achieve that state”. These processes, 
which may vary widely among individuals and contexts, will be referred to as SA or the 
process of achieving, acquiring, or maintaining SAW. 
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Figure 4-1: The Situation Awareness Concept by Endsley [4] 

Information technology can assist decision makers in the SA process. In the German-
Indonesian Tsunami Early Warning (GITEWS) project DLR-DFD has designed and 
developed a SA and decision support (DS) workflow for the Decision Support System (DSS) 
of the Indonesian Tsunami Early Warning System InaTEWS [5][6]. In the Project on a Multi-
Hazard Open Platform for Satellite Based Downstream Services (PHAROS) we have refined 
and applied the workflow to the wildfire domain [7]. The PHAROS DSS is a central 
component which integrates all incoming sensor and human-generated information with 
simulation results and pre-compiled data sources to generate and constantly update the 
situational picture for a natural disaster situation in order to improve the SAW and reasoning 
of the involved operators and responders. Figure 4-2 outlines the SA and DS workflow 
elaborated in the PHAROS project. 
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Figure 4-2: The core SA and DS workflow in PHAROS [8] 

In HEIMDALL, we investigate which SAW information is needed most and in which form with 
the support of the different involved stakeholders to identify risks to people, property and 
environment and to decide on the working strategy for the response planning to come. An 
analysis of the key phases of decision making - SA, plan formulation (PF) and plan execution 
(PE) - performed by Cohen-Hatton et al. revealed that assessment of the operational 
situation was most often followed by PE rather than PF, and there was little evidence of 
prospection about the potential consequences of actions [9]. As a consequence decision 
making did not follow the sequence of phases assumed by normative decision making 
models and conveyed in current operational guidance but instead was influenced by both 
reflective and reflexive processes. Case studies on the assessment of emergency plans for 
floods revealed a need for further elaboration of supporting relevant information in the 
process of emergency planning [10]. The major issues identified included the importance of 
having information on demographic numbers, on the location of vulnerable infrastructure and 
people and of being able to connect the different automated systems used by the different 
parties involved in emergency planning. These findings are in line with studies which DLR-
DFD has conducted in order to examine which information needs to be represented in a 
strategic planning scenario to improve activities in the response planning process for 
complex multi-hazard crisis situations, specifically weather-related events [11]. Accordingly, 
major relevant information includes information on where physical impacts are likely to occur, 
how they are expected to have an effect on people and buildings, and what measures, 
resources and forms of organization are needed in order to reduce the consequences. As a 
consequence, these information elements have been added to the HEIMDALL scenario 
definition. Figure 4-3 summarizes the mentioned and further relevant SAW information items 
developed in HEIMDALL in the context of strategic response planning.  
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Figure 4-3: SAW information relevant for strategic response planning 

Activities supporting decision making in short-term and long-term scenario-based response 
planning involving these SAW information elements include:  

 Spatio-temporal SA: The situational picture (i.e. SAW information) can be saved at 
different points in time in scenario snapshots enabling tracking and reproduction of the 
situation evolution and changes in the environment such as changing weather conditions; 
Multi-temporal post-event satellite data can be used to give an assessment of the 
evolution of the event extent and impact; Changes in land cover and land use over time 
can be detected and formalized using satellite data 

 Risk and Impact Assessment: Relevant information includes information on risk for 
people and property, risk classification, potential multi-hazard and cascading effects and 
impact of measures planned or taken. 

 Scenario Matching: SAW information elements can be used as comparison criteria. 

 Multi-incident management: Scenarios and scenario snapshots include references to 
related scenarios and incidents; Multi-hazard and cascading effects are considered in risk 
and impact assessment products  

 Analysis of possible future scenarios: SAW information improves situation and risk 
assessment for fictive situations. 

 Cooperation and communication: SAW information in a standardized situation reporting 
format facilitates interoperability. 

Different HEIMDALL tasks take care of the different services and products listed above: 

 T6.1 provides concepts and T6.2 the technical implementation of multi-hazard impact 
assessment products, services and workflows 

 T6.3 aims at improving and developing tools for the management and standards-based 
provision of relevant, aggregated SAW information for specific areas of interest. 

 T6.4 contributes SAW information for the analysis of options and contingencies and 
information on changes in land cover and land use over time 

 T 6.5 takes care of multi-hazard scenario and incident management, replay and matching 
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 Service-based Approach to SA and DS 4.1.2
In HEIMDALL, we are following the general shift in environmental systems, disaster 
management in particular, from isolated monolithic implementations to highly robust and 
functionally distributed information provision and processing system approaches. 
Encapsulating SA and DS functionalities in individual web services is required for multi-
disciplinary response planning which usually involves various groups of stakeholders in need 
of different combinations of services.  

Over the last decade, web services have become a major technology for implementing a 
loosely coupled architecture. In particular, the REST (REpresentational State Transfer) 
architectural style has emerged over the last years as a very popular approach for 
implementing web services which expose RESTful APIs (Application Programming Interface) 
based on the HTTP protocol [12][13]. In addition to custom RESTful APIs, there is an 
established body of interface standards available from the International Organization for 
Standardization (ISO), the Open Geospatial Consortium (OGC), the World Wide Web 
Consortium (W3C) and Internet Engineering Task Force (IETF) for interoperable data access 
and exchange. Visualization, vector and raster data access, along with the ability to search 
for spatial data is mostly covered by the standards provided by OGC such as the Web 
Mapping Service (WMS), the Web Feature Service (WFS), the Web Coverage Service 
(WCS), and the Catalog Service for the Web (CSW). 

The different HEIMDALL SA and DS building blocks have to be provided as individual web 
services which can be used in different combinations by different human and machine users. 
Therefore, the different simulation tools, the RVA module, the ISAS, (Decision Support 
Service) DES and SITREP components all designed as capsuled web services.  

 sCOP and Standardised Information Exchange 4.1.3
The two major challenges in the management of disasters lie in improving 
procedural/organizational and semantic interoperability [19]. In studies it has been pointed 
out by the practitioners that there is a need for an improved standardization and sharing of 
SAW information, response plans and disaster scenarios, both, across different groups within 
an organization and to other involved stakeholders. Use cases for sharing of disaster 
information include their usage in staff meetings, their distribution to incident commanders at 
FCPs, to the media, and their application in exercises and training. 

Consolidation and interoperable exchange of situational and disaster management 
information by all involved responders has been addressed in research by the development 
of a COP [14]. Each system actor, both human and machine, may contribute to this pool of 
information which ensures that the same information is presented to all responders across 
different organizations, at all times, in a consistent fashion. In addition, individuals are able to 
off-load knowledge to that information pool to reduce the mental load associated with 
remembering the information presented by other agencies as suggested by various SA 
theories [15][16][17]. A similar concept has been developed recently in European projects 
such as EPISECC and SecInCoRe focusing on improving multi-integrated electronic 
information management in multi-organizational scenarios by the use of a Common 
Information Space [18][19]. In the PHAROS project, DLR-DFD has evaluated existing state-
of-the-art message formats for COP information and developed and implemented the shared 
Common Operational Picture format (sCOP). The PHAROS sCOP is an extension to the 
Emergency Management Shared Information (EMSI) message structure [20] and its 
extension Alerting COP (A-COP) developed in the A4All project [27]. In terms of domain 
coverage, we have identified these formats to be the most suitable data structures for the 
collection and exchange of SAW information in disaster response. 

Under consideration of the shifted focus of the HEIMDALL project towards collaborative 
response planning and exchange of scenarios, COP concepts and emergency messaging 
standards had to be reevaluated. In the sense of an sCOP, HEIMDALL scenarios can act as 
pools for information and knowledge and the HEIMDALL system should support end users to 
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manage these pools of knowledge efficiently in a collaborative manner. This would help feed 
them with relevant information to close the gaps in the situational and operational picture as 
it evolves, to use them as a source of information for the generation, evaluation and 
modification of response plans, and finally to disseminate these response plans to the 
different involved stakeholders. Consequently, functionalities will be developed for the 
transformation of scenario information into a standardized situation report message format 
with increased capabilities for the specification of situational status, risk assessment, 
possible future alternatives or strategical decisions. These functionalities are introduced in 
short in the next section and described in detail in section 5.3.  

4.2 Functionalities 
Based on the objectives described in the former section these SA functionalities can be 
accessed for different purposes in the response planning process: 

 Generation of aggregated Impact Summary Information (ISA Information) by the Impact 
Summary Service (ISAS) for pre-defined target areas on relevant infrastructure and 
people at risk and on potential cascading effects and interacting hazardswhich supports, 
together with simulation and RVA tools the evaluation of simulated options during the 
analysis of possible future scenarios 

 Transformation of a scenario snapshot into a standardized situation report by the 
Situation Report Generation Service (SITREP) in a format such as EDXL-CAP or 
EDXL-SitRep containing all information relevant for collaborative SAW, strategy building, 
communication and information sharing 

 Impact Summary for Geographical Objects of Interest (GOIs) 4.2.1
As a major concept of the ISAS an impact summary is generated for user-defined GOIs 
which can be seen as locations of interest with an arbitrary geometry. Accordingly, a GOI can 
represent a Point, a Line, or a Polygon. This structural flexibility enables users to specify 
different geographical targets for the information aggregation to come. For example, users 
are able to: 

 Request an impact summary for an administrative area 

 Request an impact summary for an area around a river which is most likely to be 
affected by a flood 

 Request an impact summary for a slope which is exposed to a landslide hazard which 
gives an overview of the susceptibility of infrastructure in that specific area 

 Request an impact summary for a buffer around a response team location or an FCP 
for localized impact assessment 

 Customize significant infrastructure according to organizational strategies and 
constraints, e.g. mark a GOI as priority action point 

The ISAS integrates different layers of information provided by end users and other 
HEIMDALL modules to generate an impact summary for these GOIs. 

In addition to ISA information, response-oriented Decision Support Information (DES 
information) is generated by the DES on potentially save (response-related) infrastructure in 
a GOI which supports the identification of options and contingencies. The DES module is 
specified in D6.10 [28]. 

 Impact Summary and Situation Reports as Tools for the 4.2.2
Analysis of Future Scenarios 

For end users, the most prominent decision making activity they perform in their everyday 
work is the analysis of possible future scenarios sourcing from different foreseen hazard 
evolutions and potential measures of prevention and control in order to explore the 
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consequences of impacts and measures to be performed in these options. The HEIMDALL 
system can assist decision makers to generate alternative scenarios (using scenario 
management functions) and assess their potential evolution and consequences using 
simulation, RVA and ISAS functions. Decision makers such as incident commanders in the 
field can display and explore these alternative scenarios in a UI or browse through them 
when they are presented in the form of a situation report (e.g. based on SITREP). Based on 
such a situation report which contains a comparison of the top best-fitting planning scenarios, 
each with relevant information on probability and consequences, their knowledge of the 
context and their experience they are able to take an informed decision on the best-fitting 
scenario option and the appropriate working strategy. 

4.3 Iterative and Incremental Design 

Both, ISAS and DES evolve with the knowledge and experience gained in collaboration with 
the end user partners and Advisory Board (AB) members involved in the project. The 
functionalities and specifics described in this document reflect user requirements identified in 
the first year of the HEIMDALL project. Component design will likely evolve incrementally, in 
particular after meetings with the end users such as EUW2 held in October 2018. Based on 
feedback on product previews presented, ISAS and DES concepts have been adjusted to 
cope with further use cases. For example the GOI concept has been revised. GOIs are no 
longer solely conceived as buildings, roads and other singular infrastructure. While this 
concept is still part of the ISAS design the focus has shifted to use the GOI entity as a mean 
for defining larger areas of interest which again can be composed of buildings and other 
infrastructure. The final GOI and ISAS concepts will be described and specified in D6.8. 

4.4 Architecture 
The ISAS consists of the actual web service component and a database as shown in Figure 
4-4. The ISAS as a RESTful web service provides a HTTP-based REST API which allows 
clients such as the HEIMDALL SP to communicate with the service.  

 

Figure 4-4: ISAS modules 

The SITREP module will be implemented as a module integrated into the SM architecture. 
Figure 4-5 outlines its position in the SM architecture. The SITREP module accesses the 
scenario repository directly in order to query for the respective scenario snapshot to be 
transformed into a standards-based messaging format. Results can be accessed by external 
clients over the SITREP module’s REST API. 
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Figure 4-5: Scenario management modules with the SITREP module being highlighted 

For more information on the SM please refer to deliverable D6.14 Scenario Specification, 
Scenario Management Specification and Scenario and Situation Metrics – Draft [21]. 

4.5 Data Model 
The ISAS component manages and gives currently access to the following data resources: 
jobs, GOIs, people, cascading effects, situation evolution information elements, input and 
configuration elements. The relations between the data entities are still under discussion 
while the component design is maturing. For example, it will probably make sense to have a 
connection between GOIs and people as ISAS will provide total numbers of people at risk for 
a GOI. Figure 4-6 illustrates the current ISAS data model. 

 

Figure 4-6: ISAS data model with the job resource as major entry point, with input sub-resources 
(green), configuration (orange) and product sub-resources (blue) 

Accordingly, a job can be composed of different input sub-resources, a configuration and 
multiple job outputs, namely GOIs, people, cascading effects and situation evolution 
elements. In this first working version of the data model, the input sub-resources 
FirePerimeter and ImpactAssessment define the input for the ISA information generation 
process. In the future, input parameters will be elaborated in more detail and hazard-agnostic 
while the corresponding HEIMDALL modules incrementally mature. It is worth noting that the 
depicted and described relations between these entities may be modified in the course of the 
project. For example, we expect the first ISAS releases and demonstrations to trigger further 
discussions with the end users. User feedback will be integrated in future versions of the 
ISAS data model and specified in D6.8. 



HEIMDALL [740689]  D6.7 

13/11/2018  30 

The scenario data model used by the SITREP module is described in D6.14 [21]. 

4.6 REST API Conventions 
The ISAS REST API communicates using JSON as the primary data-interchange format. 
The format will be based on shared conventions for designing web APIs, e.g. the JSON API 
conventions [29]. The concrete JSON structure of the ISAS resources is subject to frequent 
change as the different HEIMDALL modules mature. For example, data types may change or 
end users will require additional values in a list of possible values. Based on common 
procedures and technologies in web development the ISAS API documentation will be built 
and deployed together with every software release. This way, the API documentation shall 
remain always up-to-date. 

We assume that the ISAS module will be installed in the HEIMDALL VPN and shall be 
therefore accessible over an URL like this: 

http://esb.heimdall.sp/services/rest/isas/ 

Therefore, all URLs used in the examples in the following part of this document refer to this 
global URL. For example, the request  

POST /jobs HTTP/1.1 

would be resolved to 

POST http://esb.heimdall.sp/services/rest/isas/jobs HTTP/1.1 

4.7 Workflows 
This section describes a first set of workflows in order to foster a deeper understanding of 
how the ISAS and SITREP components work in the context of other HEIMDALL software 
modules. In future versions of this document, further workflows will likely be added. 

 Situation Assessment Workflow 4.7.1
Tool-assisted SA in HEIMDALL is a composition of user events and HEIMDALL tool 
activities. Figure 4-7 illustrates the general HEIMDALL-assisted SA workflow. 

 

Figure 4-7: HEIMDALL SA workflow 

The workflow starts with a simulation run triggered and configured by a client, e.g. the user. 
Simulation results are used as an input for HEIMDALL-assisted impact assessment. Results 
are stored and displayed in the user interface. Impact summary generation is part of the 
impact assessment activity and makes use of other products generated here such as 
physical and human impact assessment products. 

Impact assessment takes care of providing exposure information, impact assessment 
information (both developed by T6.1 and T6.2) and ISA information. ISA information 
combines the latter information products (including simulation results) and provides an 
aggregated description, e.g. of impacts on infrastructures and population at risk.  
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 Situation Report Generation Workflow 4.7.2
Depending on the scenario status (the data and information which is available for a scenario 
at a specific point in time) different versions of a situation report can be generated. For 
example, if the scenario contains a list of similar scenarios (generated by scenario matching) 
that list will be attached to the situation report. 

A situation report is generated for a scenario snapshot. Figure 4-8 shows the general 
situation report generation workflow.  

 

Figure 4-8: HEIMDALL situation report generation workflow 

First, the system creates a new scenario snapshot (functionality developed by T6.5). This 
scenario snapshot is provided by SITREP in the specified message format. 
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5 Technical Specification 

5.1 Multi-criteria Impact Summary Metrics 

 Criteria and Metrics 5.1.1
The ISAS makes use of pre-defined criteria and metrics in order to generate the most useful 
ISA information as a basis for situational awareness and decision making. Through the 
diversity of end users in terms of different legal frameworks, national, regional and 
organizational strategies, roles and profiles, these criteria and metrics depend strongly from 
the stakeholders which shall be addressed. Therefore, it’s fundamental to identify common 
and individual criteria and metrics for the different stakeholders to be supported by the ISAS. 
These criteria and metrics will be incrementally developed and evaluated in collaboration 
with the end user partners. First discussions have revealed a need for the consideration of 
the following criteria and metrics: 

 Different selections of GOIs 

 Different rankings of infrastructure in terms of criticality 

 Different classifications of people needs, e.g. into ambulant and non-ambulant 
population 

 Different prioritizations depending on day time or night time, on working day or 
holiday 

 Single-hazard vs. multi-hazard impact assessment 

 Different ISA information products of interest, different product attributes of interest 

 Different thresholds (e.g. minimum flood height to be considered, maximum arrival 
time of the fire front to be considered) 

 Different time periods and temporal horizons of interest 

 Configuration of Criteria and GOIs 5.1.2
A major approach of reflecting the internal diversity of end users is the possibility for them to 
customize criteria, rules and other definitions of process behaviour which will be considered 
during the generation of ISA information. 

The different configuration methods and options developed and implemented for the ISAS 
are described in section 5.2.8 Summary of Functionality 

Table 5-4 lists the functionality defined so far related to jobs. Table 5-5 lists the functionality 
defined so far related to ISAS results.  

Table 5-4: Functionality related to jobs 

ID Functionality Interface method Data exchanged and data  
representations  

ISAS_J_01 Create ISAS generation 
job 

HTTP POST /jobs 

 

Request body: Job resource 
(JSON) with basic job 
parameters. 

Response body: Created job 
resource 

ISAS _J_02 Access job 

Use case: poll job status 

HTTP GET /jobs/<id> 

 

Request body: nothing 

Response body: JSON 
representing the job resource 
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ISAS_J_03 Save job HTTP PUT /jobs/<id> 

 

Request body: job resource 
(JSON) 

Response body: nothing 

ISAS_J_04 Delete job HTTP DELETE 
/jobs/<id> 

Request body: nothing 

Response body: nothing 

ISAS_J_05 Process job HTTP POST 
/jobs/<id>/process 

Request body: nothing 

Response body: nothing 

 

Table 5-5: Functionality related to results 

ID Functionality Interface method Data exchanged and data  
representations  

ISAS_G_01 Create GOIs 

Use case: Pre-definition 
of an area of interest, 
manual generation of a 
list of GOIs at risk 

HTTP POST /gois 

 

Request body: List of GOIs 
(JSON). 

Automatically generated 
parameters shall be omitted 

Response body: Created GOIs 
list resource 

ISAS_ G_02 Access GOIs (including 
available ISAS 
information) 

HTTP GET /gois 

 

Request body: nothing 

Response body: JSON 
representing list of GOI 
resources 

ISAS_G_03 Save GOI 

Use case: End users want 
to modify a GOI at risk by 
hand 

HTTP PUT /gois/<id> 

 

Request body: GOI resource 
(JSON) 

Response body: nothing 

ISAS_G_04 Delete GOI HTTP DELETE 
/gois/<id> 

Request body: nothing 

Response body: nothing 

 

Configuration. 

5.2 Impact Summary Service (ISAS) 
The ISAS provides a REST API which enables clients to trigger the ISA information 
generation process and to access and modify ISA information products. The specification in 
this chapter relates to the current implementation of short-term requirements. As such it 
provides a more detailed design of functionalities related to GOIs at risk. Nevertheless, due 
to changed and added user requirements stemming from end user validation at EUWs the 
specification is expected to be updated accordingly in the future. The updated design of 
GOIs at risk and the detailed design of other ISA information products will be described in the 
follow-up deliverable D6.8.  

 Workflow 5.2.1
The ISA information generation process and the method of accessing ISAS results for the 
time being are outlined in Figure 5-1. Components, ISAS data resources and functionalities 
shown in the sequence diagram will be described in detail in the next sections. 
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Figure 5-1: General ISAS workflow 

 Information Fusion 5.2.2
ISAS makes use of SQL expressions for information fusion processes such as geospatial 
joins. SQL is far more expressive and efficient to use than other methods such as Django 
models or geospatial intersections. DB join operations require the input information being 
available in the ISAS database. Therefore, the client is required to add all the necessary 
chunks of information to be correlated to a job before the ISAS process starts. Figure 5-2 
outlines the integration of all information necessary for the ISAS process. The presence of 
input parameters and configuration in the database fosters transparency and history 
management of all related products. In particular, expert configuration of criteria and metrics 
needs to be transparent and traceable for every ISAS job. 

The following HEIMDALL information products are used by the ISAS: 

 Information on the situation such as hazard location(s), conditions, etc. (see D6.14 
[21]) 
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 Simulation products such as fire perimeter products, fire intensity, flame length, fire 
velocity, water height, water velocity (see D5.12 [23]) 

 Human and physical exposure products such as exposed date-time and night-time 
population, building type, predominant building use (see D6.1 [24]) 

 Observation-based human and physical impact assessment products (see D6.1) 

 Simulation-based human and physical impact assessment products such as the 
physical percentage damage to the building structure, the economic damage for 
structure and content of the buildings (see D6.1) 

 Multi-hazard impact assessment products such as cascading effects and interacting 
hazards (see D6.1) 

The following pre-defined information is used by the ISAS: 

 Pre-defined GOIs 

 Job configuration 

 

Figure 5-2: Information integrated for the generation of ISA information 

 Jobs 5.2.3
When a client (e.g. UI) wants to trigger the generation of ISA information, a job must be 
created. A job resource contains the configuration of a job including all information required 
to perform the job, i.e. pre-defined GOIs, hazard information, fire perimeters, flood extent, 
exposure, impact assessment, etc. This information is added to the “relationships” element. 
Table 5-1 shows the job data structure. 

Table 5-1: ISAS job parameters 

Parameter Short Description Values Type 

Usage 

Identifier Unique identifier Number starting with 0 Integer 

Automatic generation 

JSON: “id” 

URL Globally unique identifier URI URL 

Automatic generation 
when not set 

JSON: “links.self” 



HEIMDALL [740689]  D6.7 

13/11/2018  36 

Name 

 

Job name String String 

JSON 
“attributes.name” 

ISA Types ISA information products 
requested 

If all product types are 
requested then value “all” 
can be specified.  

Otherwise one or more: 

“gois”, “people”, “multi-
hazard”, “evolution” 

Enumeration 

Multiple use possible 

JSON: 
“attributes.isatypes” 

Created Time Date and time the job 
has been created 

Timestamp Date 

JSON: 
“attributes.createtime” 

Started Time  Date and time the job 
has been started 

Timestamp Date 

JSON: 
“attributes.starttime” 

Finished Time  Date and time the job 
has been finished 

Timestamp Date 

JSON: 
“attributes.finishtime” 

Status Status of the job started, pending, finished, 
failed, cancelled 

Enumeration 

JSON: 
“attributes.status” 

 

For example, the following request creates a job: 

POST /jobs HTTP/1.1 
Content-Type: application/vnd.api+json 
Accept: application/vnd.api+json 

With the body: 

{ 

 “data”: { 

  “type”: “jobs”, 

  “attributes”: { 

   "name": "test", 

   “ISATypes”: [“gois”,”people”] 

  } 

    } 

} 

The response could look like: 

HTTP/1.1 201 Created 
Location: http://esb.heimdall.sp/services/rest/isas/jobs/21 
Content-Type: application/vnd.api+json 
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{ 

 “data”: { 

  “type”: “jobs”, 

  “id”: “21”, 

  “attributes”: { 

   “name”: “test”, 

   “isatypes”: [“gois”,”people”], 

   “createtime”: “2018-07-17T11:23:21”, 

   “status”: “pending” 

  }, 

“links”: { 

  “self”: “http://esb.heimdall.sp/services/rest/isas/jobs/21” 

  }, 

“relationships”: { 

 “gois”: { 

  “data”: { 

   “links”: { 

    “related”: 
“http://esb.heimdall.sp/services/rest/isas/jobs/21/gois” 

   } 

  } 

 }, 

 “fire_perimeters”: { 

  “data”: { 

   “links”: { 

    “related”: 
“http://esb.heimdall.sp/services/rest/isas/jobs/21/fire_perimeters” 

   } 

  } 

 } 

 “people”: { 

  “data”: { 

   “links”: { 

    “related”: 
“http://esb.heimdall.sp/services/rest/isas/jobs/21/people” 

   } 

  } 

 } 
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  } 

} 

Adding pre-defined GOIs is performed using the related URL: 

POST http://esb.heimdall.sp/services/rest/isas/jobs/21/gois HTTP/1.1 
Content-Type: application/vnd.api+json 
Accept: application/vnd.api+json 

With GOIs as body : 

{ 

 "type" : "FeatureCollection", 

 "name" : "data", 

 "features" : [ 

  { 

   "type" : "Feature", 

   "geometry" : { 

    "type" : "Point", 

    "coordinates" : [ 2.8369266516, 42.4302043735 ] 

   }, 

   "properties" : { 

    "CODI" : "EV001", 

    "NAME" : "Mas Llong", 

    "ADDRESS" : "Massís les Salines", 

    "USE" : "Country house", 

    "SECTOR" : "Massís les Salines NW " 

   } 

  }, 

  { 

   "type" : "Feature", 

   "geometry" : { 

    "type" : "Point", 

    "coordinates" : [ 2.8422878204, 42.4399203202 ] 

   }, 

   "properties" : { 

    "CODI" : "EV002", 

    "NAME" : "Mas Pous", 

    "ADDRESS" : "Sant Julià", 

    "USE" : "Country house", 

    "SECTOR" : "Sant Julià NW " 

   } 
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  }, 

  { 

   "type" : "Feature", 

   "geometry" : { 

    "type" : "Point", 

    "coordinates" : [ 2.8392634368, 42.438682301 ] 

   }, 

   "properties" : { 

    "CODI" : "EV003", 

    "NAME" : "Sant Julià de Tort", 

    "ADDRESS" : "Sant Julià", 

    "USE" : "Hermitage", 

    "SECTOR" : "Sant Julià NW " 

   } 

  } 

 ] 

} 

Adding input information is performed in an analogous way, for example fire perimeters: 

POST http://esb.heimdall.sp/services/rest/isas/jobs/21/fire_perimeters 
HTTP/1.1 
Content-Type: application/vnd.api+json 
Accept: application/vnd.api+json 

With the JSON structure defined in T5.5 as body. 

Please note that the generated impact summary products won’t be available immediately 
after job creation. This is intended as the generation process can take some time. The client 
can start the process by sending a POST request like in this example: 

POST http://esb.heimdall.sp/services/rest/isas/jobs/21/process HTTP/1.1 
Accept: application/vnd.api+json 

Once products are available, the status field of the job shows “finished”. The results can be 
fetched using the related links, for instance GOIs: 

GET http://esb.heimdall.sp/services/rest/isas/jobs/21/gois HTTP/1.1 
Accept: application/vnd.api+json 

The request returns for instance: 

HTTP/1.1 200 OK 
Content-Type: application/vnd.api+json 

{ 

    "links": { 

        "first": 
"http://esb.heimdall.sp/services/rest/isas/job/21/gois?filter=eta+not+isnul
l&page%5Bnumber%5D=1", 
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        "last": 
"http://esb.heimdall.sp/services/rest/isas/job/21/gois?filter=eta+not+isnul
l&page%5Bnumber%5D=1", 

        "next": null, 

        "prev": null 

    }, 

    "data": [ 

        { 

            "type": "goi", 

            "id": "052a6a25-6e13-461d-b768-c66633630c07", 

            "attributes": { 

                "name": "Farmàcia Escutia", 

                "creationtime": "2018-09-17T11:10:21.659456Z", 

                "eta": "2018-09-18T08:40:00.166033Z", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.8729727109, 

                        42.4178127016 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureType", 

                        "id": "32" 

                    }, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_type/32" 

                    } 

                }, 

                "risklevel": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/risklevel/None" 
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                    } 

                }, 

                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 

            } 

        }, 

        { 

            "type": "goi", 

            "id": "15ca462b-704c-4b9c-9d70-66ac6220acf1", 

            "attributes": { 

                "name": "Bibliote ca Municip al", 

                "creationtime": "2018-09-17T11:10:21.633529Z", 

                "eta": "2018-09-18T09:40:00.166033Z", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.8727399538, 

                        42.4187130441 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureType", 

                        "id": "28" 

                    }, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_type/28" 

                    } 

                }, 
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                "risklevel": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/risklevel/None" 

                    } 

                }, 

                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 

            } 

        }, 

        { 

            "type": "goi", 

            "id": "18654578-6d03-48da-b877-89d5901d8c62", 

            "attributes": { 

                "name": "Hotel Naciona l", 

                "creationtime": "2018-09-17T11:10:21.756195Z", 

                "eta": "2018-09-18T14:40:00.166033Z", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.8708365377, 

                        42.4222592805 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureType", 

                        "id": "25" 

                    }, 
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                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_type/25" 

                    } 

                }, 

                "risklevel": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/risklevel/None" 

                    } 

                }, 

                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 

            } 

        },… 

 ] 

} 

Further products can be accessed over the job URI with the product suffix. For example 
people at risk would be accessed using the following request: 

GET http://esb.heimdall.sp/services/rest/isas/jobs/21/people HTTP/1.1 
Accept: application/vnd.api+json   

 GOIs at Risk 5.2.4
ISA information is generated for customisable GOIs in order to allow end users to adapt their 
target for obtaining an impact summary according to their organizational strategies and 
constraints. The ISAS integrates different layers of information provided by end users and 
other HEIMDALL modules to generate an impact summary for these GOIs. The resulting 
GOIs at risk product contains total numbers and percentage values together with a list of 
relevant significant infrastructures which are likely to be affected by a hazard within a specific 
time, e.g. hospitals, transportation routes, bridges, power lines, C&Cs, etc. In case that the 
user defines a Point GOI (without any configured buffer around that point) the impact 
summary lists only this GOI if it is assumed to be at risk. 

Customization is fostered by enabling users to (a) select GOIs over the GUI and (b) add GOI 
attributes and modify attribute values according to their needs and knowledge. An end user 
organization may need specific GOI attributes which are only relevant for their work. Incident 
commanders may want to increase the risk level for a GOI based on field information. 

A basic JSON-based GOI data structure representing a Point GOI looks like the example 
provided below: 
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{ 

 “data”: { 

  “type”: “gois”, 

  “id”: “51”, 

  “attributes”: { 

   “function”: “hospital”, 

   “criticality”: “Strategic infrastructure”, 

                  “priority”: true, 

   “name”: “Hospital of Solsona”, 

   “risk_level”: “High”, 

   “ETA”: “2016-09-28T08:00:00Z”, 

   … 

  }, 

  “links”: { 

   “self”: “http://isas.eu/gois/51” 

  } 

      } 

} 

5.2.4.1 Pre-defined GOIs 

Users of the ISAS need to pass over the list of GOIs which shall be evaluated and enriched 
with impact information. We call these GOIs “pre-defined GOIs”. 

Pre-defined GOIs have a basic set of administrative attributes listed in Table 5-2.  

Table 5-2: Pre-defined GOI parameters 

Parameter Short Description Values Type 

Usage 

Identifier Unique identifier Number starting with 0 Integer 

Automatic generation 

JSON: “id” 

URL Globally unique identifier URI URL 

Automatic generation 
when not set 

JSON: “links.self” 

Location Geographical location of 
the GOI 

The paired values of a point 
(point location) or the paired 
values of points defining a 
line or polygon that 
delineates the location 

Point, Line or Polygon 

JSON: 
“attributes.location” 

Criticality Level of criticality of GOI Strategic Infrastructures (SI), Enumeration 
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Critical Infrastructures (CI) 
and European Critical 
Infrastructures (ECIs)   

Optional (e.g. not 
applicable for areas) 

JSON: 
“attributes.criticality” 

Function Infrastructure type T6.1 is working on a general 
building function taxonomy 
which when ready will be 
used. E.g. hospital, school, 
power line, primary road, 
commercial building, etc. 

Enumeration 

(e.g. not applicable for 
areas) 

JSON: “attributes.type” 

Priority Action 
Point 

 True or false Boolean 

JSON: 
“attributes.priority” 

 

For example, the following collection of GOIs would be passed over to ISAS for the job: 

{ 

 "data": [ 

        { 

            "type": "goi", 

            "attributes": { 

                "name": "Comissaria Policia Nacional", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.8721259055, 

                        42.421819432 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureFunction", 

                        "id": "9" 

                    }, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_function/9" 

                    } 

                }, 
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                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 

            }, 

{ 

            "type": "goi", 

            "attributes": { 

                "name": "Benzinera Galp La Jonquer a", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.871989458, 

                        42.4171901933 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureFunction", 

                        "id": "33" 

                    }, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_Function/33" 

                    } 

                }, 

                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 
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            } 

        }, 

   … 

 ] 

} 

5.2.4.2 Result 

The currently specified ISA information items provided for GOIs are listed in Table 5-3.  

Table 5-3: ISA information attributes for GOIs at risk 

Parameter Short Description Values Type 

Usage 

Risk Level Risk for this GOI. 

Risk is a combination of 
the consequences 
(impact) of an event 
(hazard) and the 
associated likelihood/ 
probability of its 
occurrence; Definition 
based on ISO Guide 
73:2009 [31] 

“Very low”, “low”, “medium”, 
“high”, “very high”; 

 

Enumeration 

JSON: 
“attributes.risklevel” 

ETA Minimum estimated time 
this GOI gets affected. 
Indicator for “safe until 
ETA” 

Timestamp Date 

JSON: “attributes.eta” 

 

Further ISA information for GOIs at risk is planned to be included in release B: 

 Number of damaged buildings in GOI (if pre-defined GOI is Point+buffer, line+buffer 
or polygon) 

 Total physical damage in GOI 

 Risk level 

 Max. susceptibility in GOI (landslide simulation) 

The GOIs enhanced with ISA information would look like the following example: 

{ 

 "data": [ 

        { 

            "type": "goi", 

            "id": "1dc4c2b0-95df-4c9f-8b3f-1fcc170d5733", 

            "attributes": { 

                "name": "Comissaria Policia Nacional", 
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                "creationtime": "2018-09-17T11:10:21.305314Z", 

                "eta": "2018-09-18T14:40:00.166033Z", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.8721259055, 

                        42.421819432 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureFunction", 

                        "id": "9" 

                    }, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_function/9" 

                    } 

                }, 

                "risklevel": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/risklevel/None" 

                    } 

                }, 

                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 

            }, 

{ 

            "type": "goi", 
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            "id": "b48eaca7-3b49-497a-9f5b-2888e9be3ea6", 

            "attributes": { 

                "name": "Benzinera Galp La Jonquer a", 

                "creationtime": "2018-09-17T11:10:21.665875Z", 

                "eta": "2018-09-18T11:40:00.166033Z", 

                "location": { 

                    "type": "Point", 

                    "coordinates": [ 

                        2.871989458, 

                        42.4171901933 

                    ] 

                }, 

                "priority_action_point": false 

            }, 

            "relationships": { 

                "type": { 

                    "data": { 

                        "type": "InfrastructureFunction", 

                        "id": "33" 

                    }, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/infrastructure_function/33" 

                    } 

                }, 

                "risklevel": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/risklevel/None" 

                    } 

                }, 

                "criticality": { 

                    "data": null, 

                    "links": { 

                        "related": 
"http://esb.heimdall.sp/services/rest/isas/criticality/None" 

                    } 

                } 
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            } 

        }, 

   … 

 ] 

} 

Please note, that the risk level can be computed once impact assessment products will be 
available (implemented by T6.2 for release C). A product preview followed by a discussion 
with the end user and ELSI partners has been conducted at EUW2. Results are currently 
being mapped to refined system requirements and ISAS design. The GOIs at risk product will 
be updated accordingly and validated during EUW3. The final specification of GOIs at risk 
product will be included in D6.8. 

 People at Risk 5.2.5
This product provides aggregated numbers of people at risk in the affected area or for any 
other pre-defined GOI. The initial idea has been to classify people according to different 
criteria relevant to disaster response such as age, disability, etc. However, end users in the 
HEIMDALL consortium do not consider these classifications as helpful. People of different 
age and grade of disability do not necessarily require the same degree and means of 
response. For example, a two-year old might be able to run faster than a 50-year old. In 
addition, these classifications have been assessed by ELSI colleagues as ethically critical. 
From an ELSI point of view a classification should reflect, rather than characteristics, people 
needs such as ambulant opposed to non-ambulant. This needs-based classification has 
been assessed by the end users as useful for response planning. However, due to the lack 
of a non-ambulant definition based on age classes it has been decided that this product shall 
not be integrated in HEIMDALL. We will compute the total number of people at risk as well as 
the number of people at risk in different hazard zones. For a given hazard extent (based on 
simulation perimeters) the total number of people at risk will be queried from human impact 
assessment products (T6.1). 

A product preview followed by a discussion with the end user and ELSI partners has been 
conducted at EUW2. Results are currently being mapped to refined system requirements and 
ISAS design. People at risk will be implemented in system release C and validated during the 
follow-up EUW. The final specification of the people at risk product will be included in D6.8. 

 Interacting Hazards and Cascading Effects 5.2.6
This product lists estimated potential hazards being triggered by a hazard and potential 
cascading effects (e.g. dam at risk, river at risk, high-voltage power line at risk) which may 
lead to other hazards (based on pre-defined interacting hazards in case studies). HEIMDALL 
case studies define potential hazard interactions and cascading effects, e.g. 

 A flood triggering a landslide 

 A landslide blocking rivers and increasing the probability of floods 

 A forest fire damaging a dam increasing probability of floods 

 A landslide damaging high-voltage power lines increasing the probability of wild fires 

 A forest fire burning all vegetation, followed by a heavy rain episode, producing flash 
floods which in turns produce major landslides (Thomas fire; three cascading 
hazards) 

Multi-hazard impact assessment products will be implemented in T6.2 (see D6.1 [24] for the 
concept definitions and D6.4 [25] for technical implementation details). For each pre-defined 
hazard interaction ISAS will intersect simulation perimeters with these products in order to 
filter relevant cascading effects. Eventually, the pre-selection of infrastructure which when 
damaged increases the probability of another hazard by end users will be examined. 
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The final specification of situation evolution products will be included in D6.8. 

 Situation Evolution 5.2.7
Information on observed situational changes will be generated based on the combination of 
new information with already existing knowledge available through previous scenario 
snapshots. In order to determine which changes are valuable for decision making expert 
criteria and metrics will be elaborated together with the end users and ELSI partners. For this 
purpose, we will examine existing research and case studies on measuring the value of 
information products to support decision making. Based on discussions with the end users at 
EUW 1 the following situational changes of interest have been identified so far: 

 Changes in conditions and conditions forecasts, e.g. wind speed and direction 
changes, weather forecast changed to predict rain earlier 

 Changes in hazard behaviour derived from observations, e.g. incident extent 
changed, fire front moved, spotting increased 

 Simulation-based situational changes, e.g. projected flame length de-/increased, 
water depth de-/increased, velocity de-/increased 

 Pixel-based determination of changes of land cover between scenarios 

The final specification of situation evolution products will be included in D6.8. 

 Summary of Functionality 5.2.8
Table 5-4 lists the functionality defined so far related to jobs. Table 5-5 lists the functionality 
defined so far related to ISAS results.  

Table 5-4: Functionality related to jobs 

ID Functionality Interface method Data exchanged and data  
representations  

ISAS_J_01 Create ISAS generation 
job 

HTTP POST /jobs 

 

Request body: Job resource 
(JSON) with basic job 
parameters. 

Response body: Created job 
resource 

ISAS _J_02 Access job 

Use case: poll job status 

HTTP GET /jobs/<id> 

 

Request body: nothing 

Response body: JSON 
representing the job resource 

ISAS_J_03 Save job HTTP PUT /jobs/<id> 

 

Request body: job resource 
(JSON) 

Response body: nothing 

ISAS_J_04 Delete job HTTP DELETE 
/jobs/<id> 

Request body: nothing 

Response body: nothing 

ISAS_J_05 Process job HTTP POST 
/jobs/<id>/process 

Request body: nothing 

Response body: nothing 

 

Table 5-5: Functionality related to results 

ID Functionality Interface method Data exchanged and data  
representations  
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ISAS_G_01 Create GOIs 

Use case: Pre-definition 
of an area of interest, 
manual generation of a 
list of GOIs at risk 

HTTP POST /gois 

 

Request body: List of GOIs 
(JSON). 

Automatically generated 
parameters shall be omitted 

Response body: Created GOIs 
list resource 

ISAS_ G_02 Access GOIs (including 
available ISAS 
information) 

HTTP GET /gois 

 

Request body: nothing 

Response body: JSON 
representing list of GOI 
resources 

ISAS_G_03 Save GOI 

Use case: End users want 
to modify a GOI at risk by 
hand 

HTTP PUT /gois/<id> 

 

Request body: GOI resource 
(JSON) 

Response body: nothing 

ISAS_G_04 Delete GOI HTTP DELETE 
/gois/<id> 

Request body: nothing 

Response body: nothing 

 

 Configuration 5.2.9
Criteria and metrics outlined in section 5.1.1 can be configured using two different methods, 
by adding a configuration to a specific ISAS job resource or by filtering the result against 
query parameters in the URL. 

5.2.9.1 Configuration for Job Resource 

Following the concepts of REST we have identified the design of a configuration as a sub-
resource of Job to be the most flexible for HEIMDALL. This design allows for improved (a) 
applying of many configuration options, (b) customizing ISAS behavior according user needs 
and goals, (c) for transparency of configurations, (d) for an association of configurations to 
the respective jobs and results and thus (e) for history management of configurations. It’s up 
to the client to specify a job configuration according to specific needs. However, it makes 
sense to define a couple of useful configuration options for a wide range of users. These 
options will be incrementally developed and evaluated in collaboration with the end user 
partners. Based on the criteria and metrics described in section 5.1.1, the following 
configuration options have been identified for the time being: 

 Different configurations for different user roles and profiles 

 Different configurations depending on day time or night time 

 Pre-selection of conditions for the ISA generation process such as pre-selection of to-
be-examined GOIs according to infrastructure type or level of criticality 

 Specification of thresholds such as maximum ETA to be applied to a GOI 

As an example, the following configuration resource could be used to define the maximum 
ETA to be considered for the assessment of GOIs at risk: 

GET /isas/job/f47234a5-407f-42f9-bdc7-3d1bb8de4657/configuration 

Response headers: 

HTTP 200 OK 

Allow: GET, HEAD, POST, PUT, PATCH, DELETE 

Content-Type: application/vnd.api+json 
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Vary: Accept 

Response body: 

{ 

    "data": { 

        "type": "job_configuration", 

        "id": "1", 

        "attributes": { 

            "max_eta": null 

        }, 

        "relationships": { 

            "job": { 

                "data": { 

                    "type": "Job", 

                    "id": "f47234a5-407f-42f9-bdc7-3d1bb8de4657" 

                }, 

                "links": { 

                    "related": "/isas/job/f47234a5-407f-42f9-bdc7-
3d1bb8de4657" 

                } 

            } 

        } 

    } 

} 

Here, “max_eta” is not set. The following request returns a job configuration with a maximum 
ETA of 5: 

GET /isas/job/f47234a5-407f-42f9-bdc7-3d1bb8de4657/configuration 

Response headers: 

HTTP 200 OK 

Allow: GET, HEAD, POST, PUT, PATCH, DELETE 

Content-Type: application/vnd.api+json 

Vary: Accept 

Response body: 

{ 

    "data": { 

        "type": "job_configuration", 

        "id": "1", 

        "attributes": { 

            "max_eta": 5 
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        }, 

        "relationships": { 

            "job": { 

                "data": { 

                    "type": "Job", 

                    "id": "f47234a5-407f-42f9-bdc7-3d1bb8de4657" 

                }, 

                "links": { 

                    "related": "/isas/job/f47234a5-407f-42f9-bdc7-
3d1bb8de4657" 

                } 

            } 

        } 

    } 

} 

5.2.9.2 Filtering against Query Parameters 

The initial ISAS response can be filtered against query parameters and complex searches in 
the URL. As a result only those elements are returned which correspond to the filter query. 
For example, the following request returns only GOIs potentially affected by the fire, i.e. 
where the “eta” attribute is not empty: 

GET /isas/job/<some-id>/gois?filter=eta+not+isnull 

It’s up to the client to filter according to specific needs. However, it makes sense to define a 
couple of useful filter queries for a wide range of users. These queries will be incrementally 
developed and evaluated in collaboration with the end user partners. Based on the criteria 
and metrics described in section 5.1.1, the following needed filtering options have been 
identified for the time being: 

 Filtering against infrastructure types and levels of criticality 

 Filtering against time ranges such as selecting GOIs that will be potentially affected 
during a specific time period 

 Filtering against complex conditions such as selecting only buildings with a day-time 
population of at least 50 persons or selecting only powerlines with a minimum ETA of 
2 hours 

The final configuration and filtering concepts including usage guide will be described in D6.8. 
In addition, usage guides will be published as soon as they are available in the Redmine 
Developer Wiki provided by Space Hellas used by all HEIMDALL partners. 

5.3 Situation Report Generation Service (SITREP) 
The SITREP component provides a mean for system clients to transform all information 
available for a scenario (scenario snapshot) into a situation report in a standardized message 
format. The goal is to create means for sharing a COP in a standards-based way by fostering 
interoperability between systems. The idea is that a system client in a specific environment 
(e.g. mobile app on a field responder’s phone) is able to request scenario information from a 
HEIMDALL system in a different location, e.g. in a control room in a different country. If that 
client includes a tool to interpret the message protocol and format, it is able to present 
information included in the message in any desired format, such as text, PDF or map layer.  
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The idea of a COP which is shared between system components and human operators has 
been elaborated and implemented in the PHAROS project and integrated in the PHAROS 
system as the shared Common Operational Picture (sCOP) extension to the EMSI/A-COP 
message [8][26]. In the scope of PHAROS an evaluation of existing protocols and formats for 
emergency information exchange has been performed. For this evaluation interoperability, 
efficiency and domain coverage have been the major requirements. Both, EMSI/A-COP and 
the EDXL suite of formats and especially EDXL-SitRep have been assessed to suit these 
requirements well. At that time, we have decided to opt for the EMSI/A-COP format as the 
effort for mapping the internal PHAROS situation data model to that format has been 
estimated to be lower. 

In the meantime, we have observed new developments in relevant standardization groups 
and an increase in the adoption of EDXL standards in European-wide emergency information 
exchange, in particular for meteorological and hydrological alerts. In addition, the scenario 
data model elaborated so far in HEIMDALL extends the PHAROS situation data model by a 
response planning, long-term view on situational information. Both factors encouraged us to 
take a closer look at the EDXL suite of emergency messaging standards. An evaluation of 
the applicability of EDXL to scenario-based response planning has been performed [11]. The 
work performed in PHAROS has been used as an input. Based on the evaluation results a 
suitable EDXL-based message structure will be elaborated. Figure 5-3 shows a summary of 
EDXL information concepts identified so far as useful. The message structure will be 
specified in the final deliverable D6.8. For the time being, we will refer to that structure as 
EDXL-HEIMDALL. 
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Figure 5-3: First version of EDXL-HEIMDALL concepts 

 Workflow 5.3.1
As outlined in section 4.2, a scenario snapshot is used as an input for the situation report 
generation. As a module of the scenario management SITREP has a direct access to the 
scenario repository. Following the RESTful approach, a client (e.g. HEIMDALL SP) requests 
a scenario snapshot in EDXL-HEIMDALL representation. This interaction is outlined in Figure 

5-4. Functionalities shown in the sequence diagram will be described in detail in D6.8. 

 

Figure 5-4: Sequence of requests for the provision of a scenario snapshot in EDXL-HEIMDALL format 
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 REST API 5.3.2
In order to request a scenario snapshot in the XML-based EDXL-HEIMDALL format, a HTTP 
GET request for the specific scenario snapshot has to be performed. The request is the 
same for SITREP as it is when requesting a scenario snapshot from SM: 

GET /scenarios/snapshots/<id> HTTP/1.1 

A specific data representation is requested by setting the HTTP Accept: header. In order to 
request the XML-based EDXL-HEIMDALL representation of a scenario snapshot the 
following header information needs to be specified: 

Accept: application/vnd.api+xml;  
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6 Implementation Details 

The following subsections shall describe the implementation carried out for the ISAS module, 
providing a detailed description of the software and hardware used. The SITREP module will 
be implemented using the same software framework and technologies. As a sub-module of 
the scenario management component further implementation details are available in the 
scenario management specification in D6.14 [21]. 

6.1 Software Implementation 
This subsection describes the software implementation of the ISAS component starting with 
an overview on the used technologies to a detailed description of the data modelling. 

 Technologies 6.1.1
The implementation language of the ISAS component is the general purpose, high-level 
language Python. This language focuses on high productivity, code readability and offers a 
wide variability of supporting software libraries. 

The language is built on a dynamic type system and offers automatic memory management 
which makes it resilient against a wide range of common errors such as buffer overflows or 
memory leaks. 

While the language supports multiple programming paradigms the implementation of this 
module mostly follows an object-oriented approach with occasional usages of functional 
elements. 

 Implementation framework and software libraries 6.1.2
The Web API is implemented using the Django framework, an open source web application 
framework which follows the Model-View-Controller pattern. The framework includes 
geographic datatypes and functions following the Simple features specification of the Open 
Geospatial Consortium (OGC). 

In addition to the generic Django framework the “Django REST Framework” is used as a 
toolkit to implement the REST API. 

As mentioned in section 2.1.3 JSON is the preferred format for exchanging data and 
generating output information.  

 Data storage 6.1.3
The internal data storage is implemented using the database abstraction layer of the Django 
framework backed by a PostgreSQL database system. 

PostgreSQL is object-relational database system with the goal to implement a high standard 
compliance following the ISO SQL:2011 standard. The system itself can reliably handle high 
workloads and many concurrent users. 

In order to evaluate certain GOIs, the ISAS module stores a number of predefined GOIs. 
Furthermore, the end-users shall be able to define custom GOIs. 

6.2 Data Infrastructure 
The generation of the database tables to store the data of the ISAS component is handled by 
the migration system of the Django framework. References described in the model layer of 
the ISAS component are converted automatically to foreign keys in the database by the 
migration system. This way the database system guarantees the referential integrity defined 
in the web application without the need to maintain the database scheme separately from the 
application itself. 
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Figure 6-1: Model of the ISAS component. 

6.3 Hardware 
The hardware used for the implementation of this module were two virtual machines based 
on a 64bit Linux distribution. As the first VM is for testing the second VM is for developing. 
Both VM’s have 4 CPU cores each as well as 1 TB disk memory and 32 GB RAM. A proper 
Ethernet connection is crucial as well as a connection to the HEIMDALL VPN. 
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7 Test Plan 

This section contains the list of tests being designed for the time being to verify the 
successful coverage of the relevant requirements described in section 2. It is important to 
highlight that the tests documented in this deliverable are the ones for testing the 
functionalities of ISAS and SITREP system modules individually and that the integration tests 
will be provided in the context of WP 2. 

For each technical requirement suitable tests have been described and performed for 
assessing the fulfilment of each technical requirement. 

The template used for the documentation of the tests can be found in Table 7-1. 

Table 7-1: Test template 

Test ID Unique test identifier in the format “TS_SA_#” 

Requirements to 
be verified 

List of technical and system requirements that this test verifies in the form 

 TR_SA_# 

o Sys_<module>_# 

Test objective Short description of the test objective 

Test procedure 

Detailed steps to be followed in order to perform the test in the form 

1. The user … 

2. The user… 

3. … 

Test 
prerequisites/ 
configuration 

List of pre-requisites which are mandatory to be fulfilled before the test starts; in 
the form 

 … 

Success criteria  List or description of success criteria 

Results analysis Analysis of the test 

Success PASSED / FAILED 

 

7.1 Test Report 
This section contains the list of tests being designed to verify the successful coverage of the 
relevant requirements described in section 2. For the time being the list of tests includes only 
those applying to the “GOIs at risk” generation functionality as planned for Release A of the 
HEIMDALL system. The complete list of tests will be available in the final version of this 
deliverable D6.8.  

The following section 7.2 provides a summary of the test coverage. 

Table 7-2: TS_SA_1 

Test ID TS_SA_1 

Requirements to 
be verified 

 TR_SA_1 

o Sys_SADS_1 

Test objective 
Verify that ISA information for pre-selected GOIs (GOIS at risk) can be 
requested from ISAS. The operation can be performed by directly using the 
REST API. 

Test procedure 
1. The user opens a REST Client.  

2. The user sends a POST request to the /isas/job/ end point with a job 
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resource which contains a list of pre-defined GOIs and fire perimeters. 

3. The user sends a PROCESS request to start the ISA generation process. 

4. Once the PROCESS response arrives the user sends a GET request for 
the resulting GOIs using the respective reference in the job resource 
(/isas/job/<id>/gois by convention). 

5. The user inspects the resulting list of GOIs for a set value in each 
affected goi’s “eta” element. 

Test 
prerequisites/ 
configuration 

 The tester must have HTTP access to the VM on which the ISAS is 
hosted.  

 The tester should use a REST Client for sending requests to ISAS 

 The tester should provide pre-defined GOIs which are located inside the 
provided fire perimeters 

Success criteria  The user can see a set “eta” value in each of the affected GOIs. 

Results analysis 

The test has been performed and passed displaying a list of GOIs, some with 
and some without set “eta” values. The affected GOIs correspond with those 
intersecting the fire perimeters used for the job when both are displayed on a 
map. Further GOI attributes such as “risk level” will be tested for later releases 
once impact assessment products are available. 

Success PASSED  

 

Table 7-3: TS_SA_2 

Test ID TS_SA_2 

Requirements to 
be verified 

 TR_SA_3 

o Sys_SADS_13 

Test objective 

Verify that rules and thresholds can be set and modified through configuration 
information added to a job resource. Configuration changes shall be visible in 
ISAS process results. The operation can be performed by directly using the 
REST API. 

Test procedure 

1. The user opens a REST Client.  

2. The user sends a POST request to the /isas/job/ end point with a job 
resource which contains a list of pre-defined gois and fire perimeters. 

3. The user adds configuration information to the “configuration” element. 

4. The user sends a PROCESS request to start the ISA generation process. 

5. Once the PROCESS response arrives the user sends a GET request for 
the resulting GOIs using the respective reference in the job resource 
(/isas/job/<id>/gois by convention). 

6. The user inspects the resulting list of GOIs for a set value in each 
affected goi’s “eta” element where “eta”<=2h. 

Test 
prerequisites/ 
configuration 

 The tester must have HTTP access to the VM on which the ISAS is 
hosted.  

 The tester should use a REST Client for sending requests to ISAS 

 The tester should provide pre-defined GOIs which are located inside the 
provided fire perimeters 

Success criteria  The user can see a set “eta” value only in GOIs which have an ETA<=2h. 

Results analysis The test has been performed and passed displaying a list of GOIs, some with 
and some without set “eta” values. Only GOIs with ETA<=2h contain ETA 
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information. The configuration for further GOI attributes such as “risk level” will 
be tested for later releases once impact assessment products are available. 

Success PASSED  

 

Table 7-4: TS_SA_3 

Test ID TS_SA_3 

Requirements to 
be verified 

 TR_SA_3 

o Sys_SADS_13 

Test objective 
Verify that ISAS results can be filtered by specifying rules in the “filter” query 
parameter of the GET request for the result. The operation can be performed by 
directly using the REST API. 

Test procedure 

1. The user opens a REST Client.  

2. The user sends a GET request for the available GOIs resource containing 
only GOIs with set “eta” value” (/isas/job/<id>/gois?filter=eta+not+isnull). 

3. The user inspects the resulting list of GOIs which should contain only 
GOIs with set “eta” value. 

Test 
prerequisites/ 
configuration 

 The tester must have HTTP access to the VM on which the ISAS is 
hosted.  

 The tester should use a REST Client for sending requests to ISAS 

 ISAS should contain generated GOIs at risk for a job and the tester should 
know the resource address; GOIs at risk should include some with a set 
“eta” value 

Success criteria  The user can see only gois with a set “eta” value in the list of returned GOIs 

Results analysis 
The test has been performed and passed displaying a list of GOIs with set “eta” 
values. Filtering for further GOI attributes such as “risk level” will be tested for 
later releases once impact assessment products are available. 

Success PASSED  

 

7.2 Test Summary 
The matrix in Table 7-5 summarizes the test coverage of technical requirements. 

Table 7-5: Test coverage matrix 

Requirement ID Test ID Result 

TR_SA_1 TS_SA_1 PASSED 

TR_SA_3 
TS_SA_2 

TS_SA_3 

PASSED 
PASSED 
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8 Conclusion 

This document provided the first design of the ISAS and SITREP components. On its basis 
the involved technical partners shall be able to develop the first releases of the component. 
We also expect that software development of other HEIMDALL components connecting to 
ISAS and SITREP can take place simultaneously and integration of the both in the overall 
HEIMDALL system shall be facilitated. 

The component design is based on concepts developed in close collaboration with end users 
from different countries and disciplines, which namely are Fire and Rescue Services (FRS), 
Police, Medical Services (MS), Civil Protection (CP) and Command and Control Centres 
(C&C). Requirements and solutions evolve through collaborative design and the HEIMDALL 
agile information system development considers the needs of end users and other 
stakeholders. Intermediary system releases based on this design document and on the case 
studies developed by the end users have been and shall be demonstrated in real-
environment conditions, for example during EUW2 in October 2018. These demonstrations 
and exercises give the end users the possibility to reflect on current solutions, to validate 
these and to identify problems. User feedback is acquired during demonstrations and 
exercises. This information leads to re-iterations of technical requirements and the 
component design. Furthermore, in in-depth discussions, expert criteria and metrics for the 
different ISA Information products will be refined. In particular, the products People at Risk, 
Cascading Effects/Interacting Hazards, Situation Evolution and other required products are 
expected to be elaborated in more detail. The follow-up deliverable D6.8 due in M38 will 
reflect these and all other refinements. 
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